FORT HAMILTON ANTI-TERRORISM

NEWSLETTER (SEP 10)

Suspicious Activity Reporting:

Indicators of potential terrorist behavior or
activities should be reported to Military Police

or local law enforcement officials immediately.

Examples of suspicious activities include.

*People drawing or measuring important
buildings

*People asking questions about security forces,
security measures, or sensitive information
Briefcase, backpack, suitcase, or package left
unattended

*Vehicle parked in NO PARKING ZONES in
front of an important building

*People in restricted areas where they are not
supposed to be

*A person wearing clothes that are too big and
too hot for the weather

*Chemical smells or fumes that worry you
*People purchasing supplies or equipment that
can be used to make bombs

*People purchasing weapons or uniforms
without proper credentials
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What’s wrong with this picture?

Primary Reporting Methods:

« Military Police

* Local law enforcement
* Security forces

* Chain of command

What to Report:

 Day & time activity occurred

» Where activity occurred

* How many people were involved?

» How many and type of vehicles involved
» What type of activity?

* Describe what you saw or heard

* Provide pictures if you took any

Level-1 AT awareness instruction will
include at least the following:

* Introduction to terrorism.
* Terrorist tactics and operations.
* Individual protective measures.

» Personal protective measures for CBRNE
attacks to include shelter in place or evacuation,
indicators of CBRNE attack and impromptu
methods of decontamination.




* Terrorist surveillance techniques.
* Improvised explosive device (IED) attacks.
» Kidnapping and hostage survival.

* Explanation of terrorist threat levels and
FPCON system levels and measures.

https://atlevell.dtic.mil/at/

Review Attachments on the following
subjects listed below:

e Antiterrorism Fundamentals for

Parents ¥

Antiterrorism Fundamentals for
Parents and Teenagers ¥

Antiterrorism Individual Awareness

Tips ;

Antiterrorism Awareness Survey
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KEEP IT T0 YOURSELF

TARGETS

You and your family

Your friends, neighbors and
coworkers

Your organization & infrastructure
Your country
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Be sure your message is safe

Ensure For Official Use Documents are
shredded

TELEPHONE SECURITY

- Post-emergency numbers on the telephone and
pre-program phone numbers where possible.

- Military Police/Security Forces: 1-718-630-
4456

- Local Police:

- Fire Department:
- Hospital:

- Ambulance:

Antiterrorism Officer-DPTMS / 718-630-4288

USAG-Fort Hamilton (Vigilance is the Key to
Success)




Antiterrorism
Fundamentals for Parents

1. Purpose: provide parents with key information and additional resources to help
protect their families from potential terrorist acts.

2. Background:

e The threat of terrorists attacking our Army communities is real. Terrorists can strike

anytime and anywhere — even your family.

e Antiterrorism is the defensive measures used to reduce the vulnerability of

individuals and property to terrorist acts.

e The awareness information provided below can help reduce your family’s risk of

becoming a terrorist target.

3. Basic Security Awareness Tips:

e First and foremost, talk to your family about the threat of terrorism and the potential
for terrorist acts to impact your family. None of us are immune, and acknowledging

that fact is the first step to a proactive security mind-set.

e The level of risk to each family varies depending on factors such as existence of
terrorist groups and their intentions; locations where you live, work, and travel; and
the vulnerability associated with your personal security habits. Unit and installation
antiterrorism officers can help you to understand how to assess your level of risk so

you can adopt effective personal protection measures

e The below information represents some of the fundamentals of security that can
enhance your protection and overall safety.

e Parents:

¢ Maintain awareness of what is happening around you, be prepared for the
unexpected, and know what to do if you feel threatened in any way.

e Protect your personal information at all times. Do not discuss personal





Antiterrorism
Fundamentals for Parents

information or military missions in public, on the telephone or internet (such

as email, blogs, Facebook).
e Report suspicious behavior or activity to local law enforcement authorities.
e Young children:

e Pre-teen age children are generally too young to understand the concept of
“terrorism” and why terrorists attack the innocent. However, it’s not too early
for parents to discuss the concept of “Stranger Danger” which is covered well

in books, stories and information available to the public on the internet.

e The National Crime Prevention Council through its online site “McGruff.org”
(http://Iwww.mcgruff.org/) offers useful information and ideas for how parents

can talk about dangers for young children.

e Parents are encouraged to talk to their children about the dangers they may
face and teach them how to react. If children see something unusual they

should say something (tell a parent, a relative or a teacher).

e As children grow into their early teenage years, most have been exposed
through the media of the effects of terrorist attacks. As such, they will be
more prepared for family discussions focused directly on terrorism, including

personal protective measures.

e Parents should learn day-care or school emergency procedures in case of an

incident.
e Teenagers:

e As teenagers enjoy increased personal freedoms their risk of personal safety
and security also increases. Some of these risks include criminal and terrorist

related activities.



http://www.mcgruff.org/



Antiterrorism

Fundamentals for Parents

Social network sites (such as Facebook, twitter, and blogs) present a unique
set of challenges and risks for teenagers. Teenagers should be aware of the
risks associated with these sites (such as identity theft, criminal/terrorist group
recruitment, seeking information to target military units/facilities). Revealing
personal data can be lead to criminal exploitation as well as recruitment or

influence by radical or extremist ideological groups.

Basic security measures for teenagers include: never travel alone, carry a cell
phone, know safe haven location (such as police, hospital), and keep parents

informed of where they are going and when they will arrive.

Parents should try to learn who their teenagers associate and communicate

with at school, after school, and via social networking sites and the internet.

At Home:

Basic security begins with the home — make sure your door and window locks

and exterior lighting function properly.

Participate in a neighborhood watch program to establish a shared
responsibility for the safety and security of your entire community.

Be prepared for an emergency that may require your family to “shelter-in-
place” or relocate on short notice. Make a family emergency plan and ensure

family members understand what to do in each of these scenarios.

At Work:

Know the emergency evacuation procedures for the place you work.

Know the bomb threat procedures and how to report threats to local law

enforcement or security authorities.

Understand what to do in an “active shooter” threat scenario.





Antiterrorism
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e While Travelling:

e Maintain a “low profile” (i.e., try to blend in with the local populace through
dress and appearances) especially when traveling abroad. Know the

locations of safe havens and emergency telephone numbers.

e Understand the culture where you are traveling and learn basic survival

phrases (such as “I need a police officer” and “I need a doctor”).

e Avoid civil disturbances or demonstrations of any kind — these events can turn

violent with little to no advanced warning.
4. Where to Find Additional Information:

e Antiterrorism individual awareness training is available for military family members
through the military member’s unit or installation. The training includes basic
knowledge of the terrorist threat pertaining to air and ground travel; security at
government facilities, hotels, and home; vehicle bomb threats; and hostage survival
tips.

e Supporting information, products and tools are available on the Army’s Antiterrorism
Enterprise Portal (https://www.us.army.mil/suite/page/605757). Unit Antiterrorism

Officers have access to and can share these resources with parents.

e CJCS Guide 5260, Antiterrorism Personal Protection Guide: A Self Help Guide to
Antiterrorism, 14 October 2005. This guide offers useful information about terrorist

threat awareness and personal protection measures.

e PC 5260, Antiterrorism Individual Protective Measures (wallet card), October 2001.
This card is a great reference tool to remind family members of basic security

measures.



https://www.us.army.mil/suite/page/605757
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Antiterrorism
Fundamentals for Parents and Teenagers

1. Purpose: provide military family members with information to protect them from
potential terrorist acts.

2. Background:

e Terrorists pose various forms of threat. Since 9/11, terrorist tactics and methods
have increasingly targeted civilians in public places in an attempt to influence
governments. The terrorist threat ranges from ideological influence, to

recruitment, to kidnapping for ransom or political gain, to killings.

e Americans living or traveling overseas present a lucrative target for criminals and
terrorists alike. While living abroad, military members and their dependents have
the opportunity to travel extensively throughout the host nation’s communities.
Furthermore, it is not unusual for teenagers to be afforded an increased level of
personal freedom to include travelling alone or with friends. Travels for
teenagers can span metropolitan cities (such as festivals, markets, and
nightclubs) to the rural country-side. Whether they travel alone or with parents,

overseas locations in particular present an increased risk to their personal safety.

e Antiterrorism is the defensive measures used to reduce the vulnerability of

individuals and property to terrorist acts.

3. Basic Security Awareness Tips:

e To begin with, consider ways a person might become a victim of a terrorist attack.

Three specific examples to keep in mind include:

R/

% Location: Terrorists may target locations frequented by Americans (such as

certain hotels, apartment buildings, public transportation centers, and
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nightclubs). Maintain heightened awareness in these locations and leave

immediately if you observe suspicious behavior or activity.

% Association: Terrorists may focus on obvious American tourists or
personnel associated with the U.S. military. When possible, avoid disclosing

your U.S. affiliation. Try to blend in with the local populace.

X/
°

Opportunity: Terrorists look for “soft targets.” Maintain vigilance, practice
good personal security habits, and alert the proper authorities of suspicious

behavior.

What can you do to reduce your risk of becoming a victim of terrorism? Personal
safety begins with a proactive mind-set about the security environment where you
live, work, go to school, and travel. Personal security habits which will help prevent
you from becoming a victim include understanding the risks and taking proactive

measures to ensure your own safety. Fundamentals of self-protection include:

Never travel alone; always travel in groups of two or more. Think ahead and choose

safe travel modes and routes.

When departing from home, advise your family members of your destination and

anticipated arrival time.

Whenever possible carry a cellular phone and know the local emergency phone

numbers (such as police and medical).

Maintain situational awareness of your surroundings at all times. This means to pay
attention (see and listen) for things happening around you and to identify anything
unusual. If necessary, leave the area and report the suspicious activity to local

authorities.

Take precautions with social media networks (such as Facebook, Twitter, and blogs)
and avoid posting or providing personal information. Criminals and terrorists are

known to use these forums for recruitment.
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Do not reveal details of your personal life (such as where you live, work, family
members, your association with the U.S. military, email address or phone numbers)

to anyone you don’t know and trust.

Understand the culture where you are living. Knowing the culture and customs of
the host nation will facilitate better communication and understanding and will
reduce the likelihood of terrorist attack from actions that foster hatred toward the
United States.

Developing your basic language skills will help you gain the respect and trust of local
citizens, even if your fluency is minimal. Learning key survival phrases in the local
language (such as, “I need a police officer or doctor”) will be vital in an emergency

situation.

Stay away from civil disturbances and demonstrations of any form. These venues

can turn violent with little to no advanced warning.

If you think you are being followed, go to a safe location such as the U.S. Embassy,
military installation or local police station.

Look out for potential terrorist recruiting efforts targeting you or your peers via the
internet and social networking sites. Watch for anti-American sentiments from
acquaintances and report them immediately.

. Where to Find Additional Information:

Antiterrorism individual awareness training is available for dependents (spouses and
children) through the military member’s unit or installation Antiterrorism Officer. The
training includes basic knowledge of the terrorist threat pertaining to air and ground

travel; security at government facilities, hotels, and home; vehicle bomb threats; and

hostage survival tips.
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e Supporting information, products and tools are available on the Army’s Antiterrorism
Enterprise Portal (https://www.us.army.mil/suite/page/605757). Unit Antiterrorism

Officers have access to and can share these resources with FRGs.

e CJCS Guide 5260, Antiterrorism Personal Protection Guide: A Self Help Guide to
Antiterrorism, 14 October 2005. This guide offers useful information about terrorist

threat awareness and personal protection measures.

e PC 5260, Antiterrorism Individual Protective Measures (wallet card), October 2001.

This card is a great reference tool to remind teenagers of basic security measures.



https://www.us.army.mil/suite/page/605757
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Antiterrorism
Individual Awareness Tips

1. Purpose: this paper provides individual awareness tips and personal protection
measures to help protect Soldiers, DA civilians, and their family members from potential

terrorist acts.
2. Background:

e The threat of terrorists attacking our Army communities is real. Terrorists can strike

anytime and anywhere.

e Antiterrorism is the defensive measures used to reduce the vulnerability of

individuals, information and facilities to terrorist acts.

e The awareness information provided below can help reduce an individual’s risk of

becoming a terrorist target.

3. How Terrorists Identify and Select Targets.

To begin with, consider ways a person might become a victim of a terrorist attack.

Three specific examples to keep in mind include:

% Location: Terrorists may target locations frequented by Americans (such as
military installations or facilities, or certain hotels, apartment buildings, public
transportation centers and nightclubs frequented by Americans). Individuals
should maintain heightened awareness in these locations and leave

immediately if they observe suspicious behavior or activity.

% Association: Terrorists may focus pre-operational surveillance or actual
attacks on obvious American tourists or personnel associated with the U.S.
military. When possible, avoid disclosing your U.S. affiliation. When

overseas, try to blend in with the local populace.

% Opportunity: Terrorists look for “soft targets.” A soft target is a person,
information, or facility in which the terrorist perceives they have good chance
of a successful attack and a low risk of interference by security forces. To

minimize opportunity, individuals should maintain vigilance, practice good
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personal security habits, and alert the proper authorities of suspicious
behavior.

¢ What can individuals do to reduce the risk of becoming a victim of terrorism?
Individual protection and personal safety begins with a_proactive mind-set about

the security environment where you live, work, go to school, and travel. Personal
security habits which will help prevent you from becoming a victim include
understanding the risks associated with your activities and locations, and taking

proactive measures to enhance your own safety.
4. Fundamentals of Individual Protection include:

e General Awareness Tips.

e Maintain situational awareness of your surroundings at all times. Pay particular
attention to activity happening around you in order to identify anything unusual. If
necessary, leave the area and report suspicious activity or behavior to local

authorities.

e Protect your personal information at all times. Do not reveal details of your
personal life (such as where you live, work, family members, your association
with the U.S. military, email address or phone numbers) to anyone you don’t

know and trust.

e Do not discuss personal information or military missions in public, on the
telephone or on the internet. Take extra precaution with social media networks
(such as Facebook, Twitter, and blogs) -- avoid posting or providing personal
information. Criminals and terrorists are known to use these forums for open
source information gathering and for recruitment and these media do not provide

“secure” communications.

e |ndividual Awareness at Home:

e Basic security begins with the home. Make sure your door and window locks
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and exterior lighting function properly. Children should keep doors and

windows locked when home alone.

e Participate in a neighborhood watch program to establish a shared

responsibility for the safety and security of your local community.

e Be prepared for an emergency that may require your family to “shelter-in-
place” or relocate on short notice. Make a family emergency plan and ensure

all family members understand what to do in each of these scenarios.
e Individual Awareness at Work:
e Know the emergency evacuation procedures for the place where you work.

e Know the bomb threat procedures and how to report threats to local law

enforcement or security authorities.
¢ Understand what to do in an “active shooter” threat scenario.
e Individual Awareness while Travelling:

¢ Maintain a “low profile.” Try to blend in with the local populace through how
you dress and your appearance -- especially when traveling abroad. Know
the locations of safe havens and carry with you the emergency telephone

numbers.

e Understand the culture where you are traveling and learn basic survival

phrases (such as “I need a police officer” and “I need a doctor”).

e Avoid civil disturbances or demonstrations of any kind — these events can turn

violent with little to no advanced warning.

e Public venues with large crowds present lucrative terrorist targets.

Understand the risks of attending public venues based on the history of
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terrorist attacks in your area and security provided at the event.

e Never travel alone; always travel in groups of two or more. Think ahead and

choose safe travel modes and routes.

. Where to Find Additional Information:

Antiterrorism individual awareness training is available through the unit or installation
Antiterrorism Officer. The training includes basic knowledge of the terrorist threat
pertaining to air and ground travel; security at government facilities, hotels, and

home; vehicle bomb threats; and hostage survival tips.

Supporting information, products and tools are available on the Army’s Antiterrorism
Enterprise Portal (https://www.us.army.mil/suite/page/605757). Unit Antiterrorism

Officers have access to and can share these resources across the Army community.

CJCS Guide 5260, Antiterrorism Personal Protection Guide: A Self Help Guide to
Antiterrorism, 14 October 2005. This guide offers useful information about terrorist

threat awareness and personal protection measures.

PC 5260, Antiterrorism Individual Protective Measures (wallet card), October 2001.
This card is a great reference tool to remind family members of basic security

measures.



https://www.us.army.mil/suite/page/605757
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Terrorism Awareness Survey


Introduction:  This survey is being conducted on behalf of the Directorate of Plans, Training, Mobilization and Security (Antiterrorism Office).  The purpose is to gather information to help enhance security and awareness.  Your responses will be kept confidential.  After completing the survey, please turn in the form by September 8, 2010.  You can also email it to the following address: hamiltonioc@conus.army.mil

Participant Information

What is your gender?


· Male


· Female


What is your age?


· Under 18 years of age

· 18 years or older

What is your affiliation with the military?


· Active duty Soldier


· Spouse of active duty Soldier


· Dependent of active duty Soldier


· Army National Guard Soldier

· Spouse of Guard Soldier


· Dependent of Guard Soldier


· Army Reserve Soldier


· Spouse of Reserve Soldier


· Dependent of Reserve Soldier


· Retired from the Army


· Dependent child of a retired Army Soldier


· Affiliated with one of the other military Services (member, retired, Family member) 


· I have no affiliation with the military


Instructions:  Please indicate your level of agreement or disagreement with the below statements using the scale provided.

1. I am concerned a terrorist attack could occur in my community?


Strongly Disagree          1          2          3          4          5          Strongly Agree


2. My own actions may help prevent a terrorist attack


Strongly Disagree          1          2          3          4          5          Strongly Agree


3. I am familiar with the measures I can take to protect myself from acts of terrorism?


While at work/school?    Strongly Disagree     1     2     3     4     5     Strongly Agree


While at home?               Strongly Disagree     1     2     3     4     5     Strongly Agree


When traveling?              Strongly Disagree     1     2     3     4     5     Strongly Agree

4.  I am confident law enforcement and security agencies will protect me from terrorist attack?

Strongly Disagree          1          2          3          4          5          Strongly Agree


5. I am familiar with the signs of possible terrorist activity?

Strongly Disagree          1          2          3          4          5          Strongly Agree


6. I know where to report signs of possible terrorist activity?

Strongly Disagree          1          2          3          4          5          Strongly Agree


7.  I know where to find information to help protect me from a terrorist threat?


Strongly Disagree          1          2          3          4          5          Strongly Agree


8. Overall, what is the likelihood you may be a victim of terrorism?

Highly



Don’t



Highly


Unlikely
Unlikely
Know

Likely

Likely

    1          
     2                  3                    4                    5          


Thank you for completing this survey.

1
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